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Abstract
We propose an enhanced password manager for Google Chrome, providing live search/filter of stored 
passwords, adding a not this time button in the password prompt, adding a master password, and adding 
password export and import functionality. The feature designs were driven by the stakeholders' 
priorities in terms of the following non-functional attributes: security, usability, performance, 
maintainability, and testability. The end user's and security were determined to be the most important 
stakeholder and non-functional requirement, respectively. We conclude that the current password 
architecture resembles a repository style architecture, which stores all web page data and passwords. 
We propose a new password database subsystem that replaces all password storage in the repository, 
resulting in a combination of repository and object oriented architectures. An alternate architecture 
implementing the password manager as an extension is examined.
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Motivation
Users spend a large percentage of their time in web browsers and rely on them to access email, bank 
accounts and social networking sites, all of which contain user-sensitive data that needs protecting. 
Today's browser must have a robust password manager that can provide the security needed to keep 
passwords safe, and at the same time, satisfy performance qualifications as well; users will surely not 
tolerate a system that takes 1 minute to encrypt and store a password, for example. A password 
manager allows users to select more effective passwords that are more difficult to remember, and it 
helps prevent phishing attacks by carefully identifying legitimate sites for which passwords have been 
stored.

We propose a password management system for Google Chrome whose architecture and design have 
been driven by five key non-functional requirements (NFRs), which are listed in order of priority:

1. Security 
2. Usability 
3. Performance 
4. Maintainability 
5. Testability 

Stakeholders and Non-Functional Requirements 
Stakeholders are defined as any group having involvement in the project, or any group that is positively 
or negatively affected by the project. We have determined that there are four main stakeholders 
important to our feature proposal:

1. Chrome end users 
2. Developers 
3. Testers 
4. Website administrators 

The architectural and design decisions made in our feature proposal were all based on the non-
functional requirements and their relative importance to the stakeholders. Each stakeholder is affected 
by our feature proposal in a slightly different way, and these differences are defined in terms of the 
non-functional requirements.

Users
Chrome end users are the central stakeholders in our feature proposal. The user's main concerns 
regarding the password management system are security, usability, and performance. Feature decisions 
that directly affect the user will be based on the non-functional requirements most important to the 
user; in other words, the users have priority over the other stakeholders. With this said, however, 
balancing security, usability, and performance can often be a challenging task, as features that enhance 
security often negatively influence performance or usability. Therefore, in the event that a design 
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decision compromises one non-functional requirement for another, our choice of implementation will 
reflect the higher priority non-functional attribute.

Developers
Developers implement the architectures and designs and will be responsible for maintaining the 
password management system once deployed; maintenance is the dominant portion of the software life 
cycle, and thus must be considered in our design. The maintainability of a system is determined by a 
number of factors, most notably the low coupling and high cohesion of subsystems.

Testers
Testers verify that the implementation meets the software requirement specifications, i.e. they check to 
make sure the functional and non-functional requirements have been met. Testers will be concerned 
with the maintainability and testability of the password management system. Low coupling across 
subsystems and high subsystem cohesion typically afford testability, as fewer dependencies will lead to 
fewer required tests.

Website Administrators
One of Google Chrome's strengths/features is its enhanced security over other browsers due to the 
sandboxing of each page as it is rendered. This needs to be extended to password management not only 
to continue creating a secure browser, but in order for other websites to start endorsing the use of 
Chrome as a secure browser (such as YouTube is doing now). This will increase Chrome's market 
share, and make it a more secure browser overall. One way this can help is mitigating cross-site 
phishing attacks. If there is no encryption for a password it is much easier to access a plain text 
password and related site to exploit. This feature, once again, would encourage website administrators 
to create websites properly viewable by Chrome.
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Proposed Enhancement Features

Live Search/Filter of Stored Passwords

Figure 1 - proposed password search feature

Often users may need to access a particular username-password combination for usage outside of the 
autofill functionality on the site form, which is why the ability to view stored passwords is already 
implemented. Unlike the existing implementation, when a user clicks 'Show password', another request 
for the master password is made, adding another layer of security. But, as users continue to take 
advantage of the new password management system, the number of entries they store will quickly grow 
to a size that is difficult to browse. The addition of a search functionality provides an easier way for 
users to find the password they want quickly, by searching by site URL or username.

We proposed a live filter feature that displays results based on the current string in the search field. This 
feature would take advantage of an implicit invocation style design for handling edits to the mutable 
filter string. Upon the entry of a new character into the search field, a search query is sent and the list is 
filtered based on the updated string, without the user having to confirm.

We found that this solution is much more usable than the alternative implementation of a traditional 
explicit query search. The removal of the direct search call allows users to see the results immediately, 
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which also allows them quickly change their search without having to resubmit. This encourages them 
to use more complex passwords and take advantage the new secure architecture.

Adding a Not this time Button

Figure 2 - Proposed 'not this time' button

At the moment, when the user enters a password for the first time on the browser, Chrome offers three 
options: Save password, Never for this site, and a clickable Close X at the side. At first we thought that 
hitting the Close X would just skip saving the password for this instance, but the close button actually 
has the same functionality as the Never for this site button. It puts the domain under Exceptions, which 
acts as a black list of sites that Chrome should never prompt to save passwords. However, we strongly 
believed that this was unintuitive, and added a Not this time button to increase usability.

Adding a Master Password 

Figure 3 - Proposed 'Setting Master Password' screen

Currently, anyone logged onto a certain user's machine can just open Chrome's Password Manager and 
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view all of the user's saved passwords within a few mouse clicks. This is unsafe for the user and thus, 
we've added a master password to increase the security of our management system. It requires that the 
user enters the master password each time they open the Password Manager.

Figure 4 - Changing the Master Password

When adding the master password feature, it is also important to allow the user the ability to set one. 
Therefore, we have decided to ask the user to set their master password when they initially open the 
Manager application after installing the browser. In addition, we have it so that they must set a master 
password before they can proceed with using the Manager features in order to force them to benefit 
from this security enhancement.
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Adding Export and Import

Figure 5 - Password Manager Settings including 'Export All Passwords'

In Chrome, there are options to import passwords from other web browsers like Firefox and IE, but not 
from an encrypted file that holds passwords. Furthermore, this option is obscurely hidden under the 
section for Browsing Data under Options, and also under Import Bookmarks. Therefore, we have 
created a Settings tab that brings together these other password-related features in one place for better 
usability. Furthermore, since we are separating passwords data from the web page repository, isolating 
the importing of passwords from other data seemed like a logical decision.

Moreover, no option to export passwords in Chrome exists at the moment, thus adding this feature 
would be useful, especially for users who would like to switch between browsers or like to sync their 
Chrome browser data on more than one machine. The portability further encourages users to use more 
complex passwords, as they do not need the cognitive overhead of remembering them.
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Conceptual Architecture Diagrams

Current Implementation

Figure 6 - current conceptual architecture of password management in Google Chrome

The current conceptual architecture for the Chrome password management system was derived from 
password-related source code files; LSEdit, to view relationships between files; and research of general 
password management subsystems.

Three important high level subsystems deal with password management: user interface, data 
persistence, and utilities. The overall architecture of the password management subsystem contains a 
mix of object oriented and repository architecture styles.

More detailed descriptions of the subsystems and their relationships follow.

User Interface
The password manager subsystem is responsible for all of the password event handling and password 
UI components, such as display boxes and buttons. The password manager is dependent upon the web 
page repository to provide any required password information.

Other UI subsystems depend on the web page repository to provide other data such as stored form data 
(names, addresses, phone numbers), bookmarks, and history.
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Data Persistence
The web page repository is a generic repository for all web page meta data. Web page data and 
passwords are all stored in this repository. Note that the interfaces to communicate with the password 
manager and other UI subsystems are contained within the web page repository. The web page 
repository is dependent upon the encryption and sqlite subsystem in utilities to provide password 
encryption algorithms and database functions.

Utilities
The encryption subsystem makes use of Windows API function calls for encryption and the sqlite 
subsystem provides database utilities.

Proposed Implementation

Figure 7 - proposed conceptual architecture of enhanced password manager implementation

The main issue we found with the current conceptual architecture is that passwords are stored in the 
web page repository, which is a generic repository for all web page meta data. A repository style 
architecture is effective at providing a central shared data structure that can be easily accessed by a 
large number of components. Although a repository may be the best architectural style for web page 
data storage, we believe storing password data in the repository poses a security risk, as a large degree 
of trust must be given to components connected to the repository. Therefore, we propose that a separate 
data storing subsystem be created specifically for passwords.
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The proposed conceptual architecture resembles a combination of repository and object oriented 
architectures. A direct link to the password database is provided from the password manager; we have 
made an effort to restrict access to the password database, and this link is the only dependency on the 
password database. Our new architecture consequently provides enhanced security by removing the 
storage of password data in the generic repository and placing it in a new password database subsystem 
designed specifically for this purpose.

The proposed architecture enhances the level of cohesion in our system by separating the password 
storage from the repository. Higher levels of cohesion typically afford a higher degree of 
maintainability and testability, positively affecting our developers and testers.

The utilities subsystem still provides the same functionality as described in the current architecture; 
however, the web page repository no longer utilizes the encryption subsystem, as the repository is no 
longer responsible for passwords. The password database utilizes both the encryption and sqlite 
subsystems.

Alternative Implementation

Figure 8 - alternative conceptual architecture of enhanced password manager implementation

As an alternative to our proposed architecture, the enhanced password management system was also 
considered being implemented as an extension (when extensions become available in future versions of 
Chrome). Firefox, for example, allows add-ons to manage password storage, password autofill, and 
export/import functionalities. Using extensions would afford added versatility, as alternative password 
management extensions could be easily swapped, or different combinations of extensions could 
combine to offer certain password management functionalities the user wishes to have.
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Note that the password database subsystem included in the proposed architecture has been included in 
our alternate implementation, as we believe adding this subsystem is central to enhancing security. 

The base password functionality subsystem provides basic password features and provides an interface 
for extensions to communicate with the password database. We did not provide a direct link from the 
password manager to the password database because this would place a large degree of trust in the 
extensions, which would compromise security. This is analogous to plugins not having direct access to 
data persistence, as outlined in our conceptual and concrete architectures of Chrome.

We concluded that having the password manager as an extension (i.e. third party software) would be 
less secure than our chosen implementation. In addition, the performance of the system would likely 
decrease (i.e. take longer and use more memory), as extensions are external to the core of Chrome and 
there is the additional step of routing all storage-based features through the base password 
functionality.

Other Design Considerations

Stored Passwords and Multiple Pages
Certain websites may have multiple login or authentication pages. This is often done to add an extra 
layer of security for instances when a user may be away from their machine, but still logged in to a 
particular website. We outline two implementations that deal with how the web pages that require 
authentication access the saved password.

Proposed Implementation 
For our chosen design, we require all pages to re-access the password database for every password 
authentication, rather than deciding to store the website's password in the pages' memory space. For 
example, when a user clicks on a link that requires authentication, the page accesses the password 
database and automatically fills in these fields.

We believe this design affords the highest degree of security relative to the alternative implementation. 
A performance decrease may be a consequence of this design due to the likelihood of multiple disk 
accesses; however, security is our ultimate concern.

Alternate Implementation 
An alternate implementation was considered in which the password for a website would be stored in 
each page's memory space. This may have afforded faster password retrieval, as passwords would be 
located in main memory and disk access would be unnecessary.

A consequence of this design decision is that if a password to a site is changed and multiple pages that 
require authentication are open, each page (window/tab) needs to be notified of this change so the 
corresponding change in the memory space can occur. We discussed the use of the implicit invocation 
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architecture style and the observer design pattern to deal with this case. We concluded that the implicit 
invocation architecture would be more appropriate because every page can register an interest for a 
password change without worrying about which page the change is coming from. In an observer 
pattern, there are concrete subjects (the page where the password change would occur) and concrete 
observers (pages that stay consistent with the concrete subject); this would required extra code keeping 
track of who is the subject and who the observers are. Further, changing the password to a site is event 
driven, rather than data driven, and implicit invocation architectures are traditionally implemented for 
event-driven situations.

Ultimately, our proposed implementation affords greater security by keeping the passwords in the data 
persistence and not in the memory space where the possibility of unwanted password access is greater. 
The proposed implementation also seems less complex, thus affording a higher degree of 
maintainability.

Sequence Diagrams

Storing a Password

Figure 9 - sequence diagram for a user entering a "new" username/password combination
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This sequence diagram explores the use case of a user entering a new username/password combination 
for a certain website. It assumes the master password has already been entered & validated, and that the 
password database has already been checked to see if there is a username/password saved for the 
particular site.

The user enters his or her username and password into a website's login fields, causing the UI to send a 
password storage request to the Password Manager, which then displays the prompt asking if the user 
wants to save the password for this site. The user presses "save password" in the prompt, which closes 
the prompt and tells the password manager to process the password storage request. The password 
manager then passes the temporary information to the Password Database (that being username, 
password and site identification). This password has to be encrypted before being stored in the 
Password Database, and thus function calls are made to the encryption subsystem. The Password 
Database then makes calls to SQLite in order to update the table stored within. All of this storage and 
encryption would be done in a background thread to make sure the UI and browser components remain 
responsive.

Changing the Password for a Site with Multiple Pages Open

Figure 10 - sequence diagram for changing the password with multiple pages open
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This sequence diagram outlines the events for changing the password to a site when a second page 
from that site is open. The second site contains functionality that requires re-authentication, so when 
the password is changed, it re-accesses the password database to obtain the password when that 
functionality is triggered, just as it normally would, only that it is now retrieving the updated password.

The encryption and SQLite Utilities subsystems are not included in the sequence diagram for 
simplicity, but note that the password database utilizes both of these subsystems in the same method as 
the first sequence diagram.

The user enters the URL for a site in page 1, and the password manager is sent the site identification 
from the other UI subsystems. The password manager checks to see if the username/password for this 
site has been stored and returns the stored username/password. The password manager then autofills 
the username and password into the appropriate fields and the user logs onto the site.
The user then opens a second page (page 2). Before accessing the functionality on page 2 that requires 
re-authentication, the user changes the password to the site on page 1. This causes the new 
username/password to be passed to the password database where the entries are updated. The user then 
triggers the functionality that requires re-authentication on page 2. Page 2 then accesses the password 
database via the password manager to retrieve the stored password. The result of our design is that page 
2 accesses the password database the in same way, regardless of whether there was a password change. 
A change in the database is invisible to the tabs using it.

Concurrency and Team Issues
In the existing Chrome architecture, general website data and passwords are stored in the same 
repository. This monolithic structure means that it becomes difficult for separate teams to work on 
developing the repository to accommodate for all types of data, especially ones with different storage 
and security requirements. As a result of implementing a separate database for passwords, the team 
working specifically on the password database can do so in parallel with the development team for the 
general repository, making it a highly maintainable architecture. They can focus on the requirements 
for their particular subsystem - in our case, security - and not have to worry about interfering or 
conflicting with the requirements of another team's subsystem. As a result of creating these two 
separate pathways, the testability of the system increases. Like the development teams, testers can 
create test cases specific to the use of each database in parallel, and can be more confident that the 
results do not reflect unintentional side effects of touching a part of a subsystem that is not directly 
involved with the scenario.
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Conclusions
The current implementation stores all password data alongside other website data in a general purpose 
repository. The main architectural change resulting from our proposed implementation is the removal 
of password data from the repository and placing it in it's own, special purpose database. All of the web 
page meta data still remains in the data persistence subsystem. Other enhanced functionality was also 
added, with changes being integrated directly into Chrome's core, as opposed to being handled by an 
extension or add on. This enhanced functionality includes the introduction of a master password, 
enhanced password storing options, password searching (filtering) and import/export options, all of 
which were designed with the number one nonfunctional requirement in mind: security.

Limitations and Lessons Learned
As always, we encountered a few limitations when trying to implement this enhanced password 
management system. To being with, we could not find any legitimate reference architecture for similar 
password management systems. Similar systems and functionality reside in other browsers (Firefox, IE, 
Opera, Safari, et cetera), but they were either poorly documented or had no source code provided.

We also learned or rather, confirmed, a few things about implementing new features in large software 
systems. First off, implementing new features does not always result in significant changes to the 
conceptual or concrete architectures. For example, the coupling of our system was hardly increased by 
the implementation of our feature, but the cohesion of the system slightly improved. We also confirmed 
that trade offs are inevitable between design implementations. In particular, we had to decide between a 
more secure implementation and a faster implementation. With security being our number one priority, 
we chose to implement the more secure design.
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Glossary
Implicit Invocation - a software architecture style involving components that make event 
announcements to a broadcasting service. Other components are registered for particular events that are 
broadcast and can capture these events, triggering further functions or events.

Object Oriented - a architectural style centered around interacting objects. Objects preserve data 
integrity and hide their data from other objects.

Repository - a software architecture provides a central shared data store that provides access by a large 
number of easily interchangeable components. Repositories are most useful when a complex body of 
information needs to be augmented and maintained.

Observer - a design pattern that consists of a subject and a set of observers. The subject defines a state 
that the observers must stay consistent with. When a subject changes state, the observers are notified, 
and in response, update their state and can carry out specific functions.

SQLite - an embedded lite weight SQL database engine that requires no configuration; thus SQLite is 
an attractive database engine for applications.

References
Design Documents. Retrieved Oct 22, 2009, from Chromium Developer Documentation: 
http://dev.chromium.org/developers/design-documents.

Hassan, A. E. (2009). Lecture 03: Architecture Styles [PDF slides]. Retrieved from Queen's University: 
http://cs.queensu.ca/~ahmed/home/teaching/CISC322/F09/slides/CISC322_03_ArchitectureStyles.pdf.

How Google Chrome Stores Passwords. (2008, Dec 2). Retrieved Nov 26, 2009, from Switch on the 
Code website: http://www.switchonthecode.com/tutorials/how-google-chrome-stores-passwords.

Security in Depth: The Password Manager. (2008, Dec 17). Retrieved November 29, 2009, from The 
Chromium Blog website: http://blog.chromium.org/2008/12/security-in-depth-password-manager.html.

SERG (1995). Topics in Object-Oriented Design Patterns. Retrieved from Queen's University: 
http://research.cs.queensu.ca/~ahmed/home/teaching/CISC322/F09/files/Slides_Spiros_Patterns.pdf.

Page 18 of 18

http://dev.chromium.org/developers/design-documents
http://research.cs.queensu.ca/~ahmed/home/teaching/CISC322/F09/files/Slides_Spiros_Patterns.pdf
http://blog.chromium.org/2008/12/security-in-depth-password-manager.html
http://www.switchonthecode.com/tutorials/how-google-chrome-stores-passwords
http://cs.queensu.ca/~ahmed/home/teaching/CISC322/F09/slides/CISC322_03_ArchitectureStyles.pdf

	Abstract
	Table of Contents
	Motivation
	Stakeholders and Non-Functional Requirements 
	Users
	Developers
	Testers
	Website Administrators

	Proposed Enhancement Features
	Live Search/Filter of Stored Passwords
	Adding a Not this time Button
	Adding a Master Password 
	Adding Export and Import

	Conceptual Architecture Diagrams
	Current Implementation
	User Interface
	Data Persistence
	Utilities

	Proposed Implementation
	Alternative Implementation

	Other Design Considerations
	Stored Passwords and Multiple Pages
	Proposed Implementation 
	Alternate Implementation 


	Sequence Diagrams
	Storing a Password
	Changing the Password for a Site with Multiple Pages Open

	Concurrency and Team Issues
	Conclusions
	Limitations and Lessons Learned
	Glossary
	References

